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GeM 7i—

Gover Azadl Ka
e Markelp!ace Amrit Mahotsav

YR

fag g&ar/Bid Number: GEM/2026/B/7213406
feeich /Dated: 03-03-2026

fas c&aasr / Bid Document

9= fAawur/Bid Details

95 dc @9 & ad@/a3T /Bid End Date/Time

13-03-2026 12:00:00

e geld &1 ali@/a@# ™ /Bid Opening
Date/Time

13-03-2026 12:30:00

5 Queper duar (de @A H arl/@ @) /Bid Offer
Validity (From End Date)

180 (Days)

FAGA/TST W IAA/Ministry/State Name

Ministry Of Health And Family Welfare

faswar @ AT/Department Name

Department Of Health Research

IS H AFA/Organisation Name

Indian Council Of Medical Research (icmr)

PRIt 1 ATAA/Office Name

National Institute For Research In Tribal Health

a&g 4ol /Item Category

Vulnerability and Penetration Testing - Web Application;
Secure Configuration Review (Devices/OS), Application
Security Audit (OWASP Top 10), Malware Analysis, Security
Code Review; Vulnerability Addressing

(Y 3@ /Contract Period 1 Year(s)
S01/@ea Aar & fIT 3N faera epa &

ad/Years of Past Experience Required for 1 Year (s)
same/similar service

S dte & a3l B USen 3MaTS 31ga g/Past Yes

Experience of Similar Services required

asf & 3rgHa & e vaeas & ge wa & / MSE

Relaxation for Years Of Experience

Yes | Complete

aut & 31Pera & fAIT TIE3™ &Y Fe wF & / Startup

Relaxation for Years Of Experience

Yes | Complete

fahar @ AP 3T gFAdS/Document required

from seller

Experience Criteria,Certificate (Requested in
ATC),Additional Doc 1 (Requested in ATC)

*In case any bidder is seeking exemption from Experience /
Turnover Criteria, the supporting documents to prove his
eligibility for exemption must be uploaded for evaluation by
the buyer

w39 FAfEreRT g 3ues fFe T GEads o
fAfaer & #er A arer @l RAfAEdER A fe@rar
Tqed §2 WS A /Do you want to show

documents uploaded by bidders to all
bidders participated in bid?

Yes (Documents submitted as part of a clarification or
representation during the tender/bid process will also be
displayed to other participated bidders after log in)
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{95 faawui/Bid Details

s dona & o den Tad: A9 Jea & faw

3aeds® 9z & &A1 / Minimum number of 1

bids required to disable automatic bid
extension

da$ S| / Number of days for which Bid |7
would be auto-extended

3iieY vrgee 3ifedd fohdel T fhar srerm &1 7

Number of Auto Extension count

9= ¥ Ray e’ afha fFar/Bid to RA enabled | No

&5 @& s /Type of Bid Two Packet Bid
Tepelichl FeAlehel & SNIA dehelichl FUBIHIOT ¥

AT §AT /Time allowed for Technical 2 Days
Clarifications during technical evaluation

qAad @S ea / Estimated Bid Value 30000

AIiha ugfd/Evaluation Method Total value wise evaluation
AT i aren TAANT SRS ABAHT RIS T /

Financial Document Indicating Price Yes

Breakup Required

ATEAT @s/Arbitration Clause No

Yot @s/Mediation Clause No

$uardl faawu/EMD Detail

3TaIhdr/Required No

sl faavor /ePBG Detail

ATaRIedr/Required No

arelt fasrsar onay A& fRar r/ Bid splitting not applied.

THANEINS 3arel=i/MIl Compliance

THINMSITS 3gurai=t/MIl Compliance Yes

THTHS @ig aAAdI/MSE Purchase Preference

THATES WG dAIAT/MSE Purchase Preference Yes
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g 3R oY 3TH7 FA 30T AAAHT B TG 7
wrAfFh, AfE 3 Hed L1+X% b & @ & &/ |15

Purchase Preference to MSE OEMs available upto
price within L1+X%

1. If the bidder is a Micro or Small Enterprise as per latest orders issued by Ministry of MSME, the bidder shall be
relaxed from the eligibility criteria of "Experience Criteria" as defined above subject to meeting of quality and
technical specifications. The bidder seeking Relaxation from Experience Criteria, shall upload the supporting
documents to prove his eligibility for Relaxation.

2. If the bidder is a DPIIT registered Startup, the bidder shall be relaxed from the the eligibility criteria of
"Experience Criteria" as defined above subject to their meeting of quality and technical specifications. The bidder
seeking Relaxation from Experience Criteria, shall upload the supporting documents to prove his eligibility for
Relaxation.

3. Years of Past Experience required: The bidder must have experience for number of years as indicated above in
bid document (ending month of March prior to the bid opening) of providing similar type of services to any
Central / State Govt Organization / PSU. Copies of relevant contracts / orders to be uploaded along with bid in
support of having provided services during each of the Financial year.

4. Purchase preference to Micro and Small Enterprises (MSEs): Purchase preference will be given to MSEs as
defined in Public Procurement Policy for Micro and Small Enterprises (MSEs) Order, 2012 dated 23.03.2012 issued
by Ministry of Micro, Small and Medium Enterprises and its subsequent Orders/Notifications issued by concerned
Ministry. If the bidder wants to avail the Purchase preference for services, the bidder must be the Service
provider of the offered Service. Relevant documentary evidence in this regard shall be uploaded along with the
bid in respect of the offered service. If L-1 is not an MSE and MSE Service Provider (s) has/have quoted price
within L-1+ 15% of margin of purchase preference /price band as defined in the relevant policy, then 100% order
quantity will be awarded to such MSE bidder subject to acceptance of L1 bid price. The buyers are advised to
refer to the OM_No.1 4 2021 PPD_dated_18.05.2023 for compliance of Concurrent application of Public
Procurement Policy for Micro and Small Enterprises Order, 2012 and Public Procurement (Preference to Make in
India) Order, 2017. Benefits of MSE will be allowed only if the credentials of the service provider are validated on-
line in GeM profile as well as validated and approved by the Buyer after evaluation of submitted documents.

5. If L-1 is not an MSE and MSE Service Provider (s) has/have quoted price within L-1+ 15% of margin of purchase
preference /price band as defined in the relevant policy, then 100% order quantity will be awarded to such MSE
bidder subject to acceptance of L1 bid price.

6. Estimated Bid Value indicated above is being declared solely for the purpose of guidance on EMD amount and
for determining the Eligibility Criteria related to Turn Over, Past Performance and Project / Past Experience etc.
This has no relevance or bearing on the price to be quoted by the bidders and is also not going to have any
impact on bid participation. Also this is not going to be used as a criteria in determining reasonableness of
quoted prices which would be determined by the buyer based on its own assessment of reasonableness and
based on competitive prices received in Bid / RA process.

7. Past Experience of Similar Services: The bidder must have successfully executed/completed similar Services
over the last three years i.e. the current financial year and the last three financial years(ending month of March
prior to the bid opening): -

1. Three similar completed services costing not less than the amount equal to 40% (forty percent) of the
estimated cost; or

2. Two similar completed services costing not less than the amount equal to 50% (fifty percent) of the estimated
cost; or

3. One similar completed service costing not less than the amount equal to 80% (eighty percent) of the estimated
cost.

3ifaRs deaar /3maas 3er/Additional Qualification/Data Required

Payment Terms:After completion of the period, payment will be released.

Scope of Work:1770789634.pdf

Format of Non disclosure agreement:1770791551.pdf

Vulnerability And Penetration Testing - Web Application; Secure Configuration Review
(Devices/0S), Application Security Audit (OWASP Top 10), Malware Analysis, Security
Code Review; Vulnerability Addressing (1)
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doeiid ARPAT /Technical Specifications

faor/

Specification

e/ Values

@ / Core

Scope of VA

Web Application

Activities of VA

Secure Configuration Review (Devices/OS) , Application Security Audit (OWASP Top 10)

, Malware Analysis , Security Code Review

Activities of PT

Vulnerability Addressing

Standards to be

1SO27001:2018

followed
CERT-In
empanelment Yes
required
us3ii /Addon(s)

31faR@ farur /Additional Details
No. of IP Addresses 1
No. of APIs 0
Number of IT Assets || 1
Number of 1
Applications

el g1 fAuiRa =ga@da fea/Minimum Floor Price defined by Buyer

el gIT fAuiRa =gada FEa/Minimum Floor Price
defined by Buyer

No

31AR® NI g&ards /Additional Specification Documents

RN /Ruiféar 31AaE /Consignees/Reporting Officer and Quantity

_—_ /S.N wRd/Ruiféar TR 3TaRIBar
o ’ m /COnsignee q?-ll'/AddreSS Quantity /Additional
o. .
Reporting/Officer Requirement

482003,ICMR-National Institute .

1 Amisha Patel of Research in Tribal Health, EL?:]ecstu/m N/A
Nagpur Road, PO-Garha Baserél
Jabalpur 482003
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1.

© N o v A

10.

11.
12.
13.
14.

15.

1. Experience Certificate for the supply of the same to any Govt/ PSU/ any renowned private organisation
along with Supply/ Purchase Order.
2. If the agency is registered under MSME or NSIC, then EMD exemption certificate needs to be enclosed.
3. Generic
OPTION CLAUSE: The buyer can increase or decrease the contract quantity or contract duration up to 25
percent at the time of issue of the contract. However, once the contract is issued, contract quantity or
contract duration can only be increased up to 25 percent. Bidders are bound to accept the revised
quantity or duration
4. Generic
Malicious Code Certificate:
The seller should upload following certificate in the bid:-
(a) This is to certify that the Hardware and the Software being offered, as part of the contract, does not
contain Embedded Malicious code that would activate procedures to :-
(i) Inhibit the desires and designed function of the equipment.
(ii) Cause physical damage to the user or equipment during the exploitation.
(iii) Tap information resident or transient in the equipment/network.
(b) The firm will be considered to be in breach of the procurement contract, in case physical damage, loss
of information or infringements related to copyright and Intellectual Property Right (IPRs) are caused due
to activation of any such malicious code in embedded software.
o/ Disclaimer

The additional terms and conditions have been incorporated by the Buyer after approval of the Competent
Authority in Buyer Organization, whereby Buyer organization is solely responsible for the impact of these clauses
on the bidding process, its outcome, and consequences thereof including any eccentricity / restriction arising in
the bidding process due to these ATCs and due to modification of technical specifications and / or terms and
conditions governing the bid. If any clause(s) is / are incorporated by the Buyer regarding following, the bid and
resultant contracts shall be treated as null and void and such bids may be cancelled by GeM at any stage of
bidding process without any notice:-

Definition of Class | and Class Il suppliers in the bid not in line with the extant Order / Office Memorandum
issued by DPIIT in this regard.

Seeking EMD submission from bidder(s), including via Additional Terms & Conditions, in contravention to
exemption provided to such sellers under GeM GTC.

Publishing Custom / BOQ bids for items for which regular GeM categories are available without any
Category item bunched with it.

Creating BoQ bid for single item.

Mentioning specific Brand or Make or Model or Manufacturer or Dealer name.

Mandating submission of documents in physical form as a pre-requisite to qualify bidders.
Floating / creation of work contracts as Custom Bids in Services.

Seeking sample with bid or approval of samples during bid evaluation process. (However, in bids for
attached categories, trials are allowed as per approved procurement policy of the buyer nodal Ministries)

Mandating foreign / international certifications even in case of existence of Indian Standards without
specifying equivalent Indian Certification / standards.

Seeking experience from specific organization / department / institute only or from foreign / export
experience.

Creating bid for items from irrelevant categories.

Incorporating any clause against the MSME policy and Preference to Make in India Policy.

Reference of conditions published on any external site or reference to external documents/clauses.
Asking for any Tender fee / Bid Participation fee / Auction fee in case of Bids / Forward Auction, as the
case may be.

Any ATC clause in contravention with GeM GTC Clause 4 (xiii)(h) will be invalid. In case of multiple L1
bidders against a service bid, the buyer shall place the Contract by selection of a bidder amongst the L-1

5

File No. ICMR/NIRTH/IT-Cell/2025/WebsiteAuditRenewal (Computer No. 266286)
Generated from eOffice by Deepanshu Bhatia, TA CS-IT (DB), TECHNICAL ASSISTANT, NIRTH on 03/03/2026 05:26 pm

5/6


https://assets-bg.gem.gov.in/resources/upload/shared_doc/list-of-categories-where-trials-are-allowed_1712126171.pdf

1253874/2026/NIRTH1

bidders through a Random Algorithm executed by GeM system.

16. Buyer added ATC Clauses which are in contravention of clauses defined by buyer in system generated bid
template as indicated above in the Bid Details section, EMD Detail, ePBG Detail and MIl and MSE Purchase
Preference sections of the bid, unless otherwise allowed by GeM GTC.

17. In a category based bid, adding additional items, through buyer added additional scope of work/ additional
terms and conditions/or any other document. If buyer needs more items along with the main item, the
same must be added through bunching category based items or by bunching custom catalogs or
bunching a BoQ with the main category based item, the same must not be done through ATC or Scope of
Work.

Further, if any seller has any objection/grievance against these additional clauses or otherwise on any aspect of
this bid, they can raise their representation against the same by using the Representation window provided in
the bid details field in Seller dashboard after logging in as a seller within 4 days of bid publication on GeM. Buyer
is duty bound to reply to all such representations and would not be allowed to open bids if he fails to reply to
such representations.

All GeM Sellers/Service Providers shall ensure full compliance with all applicable labour laws,
including the provisions, rules, schemes and guidelines under the four Labour Codes i.e. the Code
on Wages, 2019; the Industrial Relations Code, 2020; the Occupational Safety, Health and Working
Conditions Code, 2020; and the Code on Social Security, 2020 as and when notified and brought into
force by the Government of India.

For all provisions of the Labour Codes that are pending operationalisation through rules, schemes or
notifications, the corresponding provisions of the pre-existing labour enactments (such as The
Minimum Wages Act, 1948, The Payment of Wages Act, 1936, The Payment of Bonus Act, 1965, The
Equal Remuneration Act, 1976, The Payment of Gratuity Act, 1972, etc. and relevant State Rules)
shall continue to remain applicable.

The Seller/ Service Providers shall, therefore, be responsible for ensuring compliance under:

e All notified and enforceable provisions of the new Labour Codes as mentioned hereinabove;
and
e All operative provisions of the erstwhile Labour Laws until their complete substitution.

All obligations relating to wages, social security, safety, working conditions, industrial relations etc.
and any other statutory requirements shall be strictly met by the Seller/ Service Provider. Any non-
compliance shall constitute a breach of the contract and shall entitle the Buyer to take appropriate
action in accordance with the contract and applicable law.

This Bid is governed by the @Tar=x_@¥&# 3R 2f/General Terms and Conditions, conditions stipulated in Bid and
Service Level Agreement specific to this Service as provided in the Marketplace. However in case if any condition
specified in @raA=a f@7sr 3R Ocd/General Terms and Conditions is contradicted by the conditions stipulated in
Service Level Agreement, then it will over ride the conditions in the General Terms and Conditions.

S T THT AdT & TS 26 & TEH H AR & WY HfA W AT T dTel o & TN T Wl W gfdey & dey #
HIIT & YT {F e TS W arel oA & s o =X 39 @Al & fz ¢ & fow Joft oy gom 59 a8 ®@s & aren
TeTH MR & TH Uelipd @IS & A9 o AT S B SHH AU DA aen IR Pre A e Gwon e Sie
T SHPN UIeld o DA W HJAYT P Tchiel FAH et AR BT & AR M AT Pl HILars @ MU BN in terms

of GeM GTC clause 26 regarding Restrictions on procurement from a bidder of a country which shares a land border with India, any bidder from a country which shares a
land border with India will be eligible to bid in this tender only if the bidder is registered with the Competent Authority. While participating in bid, Bidder has to undertake
compliance of this and any false declaration and non-compliance of this would be a ground for immediate termination of the contract and further legal action in
accordance with the laws.

---g=arg/Thank You---
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